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Background
Kids are basically moths to the screen flame. (So are you; don’t lie.) We can learn so much online! You
and your kids can watch a video about the Thai open water markets one minute and the next minute
learn about dogs fighting crime on the Discovery Channel.
Yet there is a darker side to the Internet.
Here is the deal. There are people who use your child’s favorite games to connect with your child. They
literally sit around playing little kid video games and “friend” children they encounter. As you can
imagine, this can lead to some pretty difficult things. Kids are so trusting, and these adults use that to
lure them into the world of sextortion.
Sextortion is the intentional use of sexualized images to control a victim into doing things the exploiter
wants. What does that mean?
Kids might be asked to take sexualized photos of themselves to make the abuser stop bothering
them.
Kids might be asked do to a live cam video where others can pay to watch.
Kids may be forced to recruit other friends or siblings.

Conversation Starter
Share this: We all love connecting with people. Nowadays, we do a lot of that online. It’s awesome to
meet other kids we can learn with, talk to, and have fun with. But we have to be careful because not
everyone is who they say they are online.
Now read the following story aloud with your child. We have included a printable version with an
orange header at the end of this chapter if you would like to print it for your child to read along.
Jackson is 10 years old. He loves making his own video games and playing with other kids. One day,
while Jackson is playing with his friends, someone he doesn’t know starts to play. At first, he thought
that was really weird, but eventually he was having so much fun that he just got into it and forgot. The
next time he played, that person was there and sent him a message saying Jackson was the best at the
game. Jackson wrote back, “thanks.” That's how it started. Next, his friend sent him a photo of herself
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in her room. Jackson thought she was kind of cool, so he sent one back. She told him she lived on the
beach but liked playing video games most. Then she sent a picture of herself on the beach with her
family. Jackson sent one back of himself in the backyard in the kiddie pool. A couple of days later, they
were sending all kinds of silly pictures back and forth. Then things changed. She wanted him to send a
picture with his shirt off. He was kind of weirded out but did it. She wrote back he was skinny and ugly.
He told her that he was going to block her but she sent him a message saying she would share all of his
photos with everyone unless he sent more topless photos. Jackson felt he was trapped, so he walked
up to his mom and said, “Mom, can I tell you something?”

Let's Talk
Share this: What happened to Jackson is called "sextortion." Sextortion is when someone forces
another person to share revealing photos or videos of themselves. Then they use those images to make
someone send more pictures or do other things. They make threats and try to scare someone. For
example, they might say that if the person doesn’t send them more photos, they will share the images
all over the internet. Or, that they might say that they will show their parents or school, or do
something bad to them or a sibling. It’s scary. That’s why I want to talk to you about it. We are going to
make sure you stay safe.

Ask These Five Questions
Now ask these five questions. Give your child time to explore their answers. The idea is to help them
comprehend the content on their own terms, with your support. The final question is very important.
1. What happened to Jackson?
2. What do you think Jackson’s mom is going to say?
3. What do you think Jackson and his mom could do so that he’s safe?
4. Who do you think the girl in the story really was?
5. What can we do to make sure this doesn't happen to you?
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Activity: Beautiful Brave YOU
Share this: How we see ourselves matters. We have to love ourselves every day. Even if there are times
you are embarrassed or scared or even worried about what I might think, you have me. I’ll always love
you and help you. If someone asks you for a photo of you and you tell me, you won’t be in trouble. We
will figure it out together.
Instructions: Take out a piece of paper and crayons and/or markers and ask your child to draw how
they see themselves. As they do this, draw how YOU see them.
When you are both done, compare! What is the same? What is different? Ask them why they chose
certain colors, clothes, or other unique elements.
Under the drawing or on the other side, write “Our Online Safety Plan.”
Write out three ways you can agree to help keep exploiters away from YOUR family.
Ideas:
1. Ensure the camera is turned off on all the devices when not needed, or put some dark tape over it.
2. Make sure not to friend or play games online with people you do not know in real life.
3. Commit to a weekly review of friends on games and devices as a part of the permission to use such
things.
4. Tell me (the caregiver) if someone they do not know tries to talk to them.
5. Tell me (the caregiver) if someone is being mean or saying stuff that seems weird to them.
6. Only send photos that I (the caregiver) approve and only to people I approve.
Share this: No one has a right to our bodies or images. We are our own keepers. If someone asks you for
a photo of you, come tell me right away so we can decide together what to do.

How YOU and YOUR child can help!
Let your child know that you will have their back if this happens to them. Encourage them to have their
friends’ backs too! Go to https://www.stopsextortion.com/ to learn more and to get some tips on on
how to help a friend if this happens (https://www.stopsextortion.com/help-a-friend/#next-steps).
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Resources for Caregivers to Learn More
The FBI’s "Stop Sextortion" Page:
https://www.fbi.gov/news/stories/stop-sextortion-youth-face-risk-online-090319
Thorn's steps to take if you have experienced sextortion:
https://www.stopsextortion.com/wp-content/uploads/2019/11/Stop-Sextortion_Get-Help-Now.pdf
National Center for Missing and Exploited Children’s sextortion page:
https://www.missingkids.org/theissues/sextortion
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Jackson's Story
Jackson is 10 years old. He loves making his own video games
and playing with other kids. One day, while Jackson is playing
with his friends, someone he doesn’t know starts to play. At first,
he thought that was really weird, but eventually he was having
so much fun that he just got into it and forgot. The next time he
played, that person was there and sent him a message saying
Jackson was the best at the game. Jackson wrote back,
“thanks.” That's how it started. Next, his friend sent him a photo
of herself in her room. Jackson thought she was kind of cool, so
he sent one back. She told him she lived on the beach but liked
playing video games most. Then she sent a picture of herself on
the beach with her family. Jackson sent one back of himself in
the backyard in the kiddie pool. A couple of days later, they were
sending all kinds of silly pictures back and forth. Then things
changed. She wanted him to send a picture with his shirt off. He
was kind of weirded out but did it. She wrote back he was skinny
and ugly. He told her that he was going to block her but she sent
him a message saying she would share all of his photos with
everyone unless he sent more topless photos. Jackson felt he
was trapped, so he walked up to his mom and said, “Mom, can I
tell you something?”
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